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In order to provide brief 

information on what is going 

on around the globe that can 

affect members of the DNS 

community, a blog has been 

established to deliver a 

quick digest of the four to six 

top news bits for that re-

spective business day.  

Currently distilling stories 

from 32 news sources the 

CommunityDNS blog is a 

great way to quickly & easily 

gain a quick glimpse of 

items affecting our commu-

nity today.

Russia fights cybercrime 

by providing legitimate 

jobs.

US may place foreign aid 

restrictions on countries 

lax on cybercrime.

China-based I-root server 

mysteriously announces 

bad DNS information.

Visit: blog.communitydns.net 

About
CommunityDNS

Supporting 125 million domain 

names from 97 TLD zones 

today, the current system has 

the capacity of supporting 585 

billion queries per day, Com-

munityDNS has maintained 

100% uptime since first pro-

viding DNS services in 1996.

When protecting your TLD 

from the malicious community, 

both security and speed of 

response matters! Optimized 

for speed and security, Com-

munityDNS is the experi-

enced, global DNS provider 

that is 8 to 10 times faster 

than traditional DNS platforms.

Engineered for security, opti-

mized for speed and designed 

for resilience, CommunityDNS 

has a wealth of experience 

providing very fast and highly-

secure DNS services utilizing 

a thorough, highly-distributed 

global footprint.

CDNS Works with DIR to Complete Study on DNS Resilience

Chosen by the DNS Infrastructure Resilience Task Force (DIR), 
CommunityDNS is pleased to finalize its part in the European 
Commission’s study regarding DNS resilience for the EU and its Member 
States.  Officially titled, “Initiative for the Development and Coordination 
of Technologies and Methodologies for Resilience of the DNS Infra-
structure in and among European Union Member States” the study was 
commissioned and partially funded by the Prevention, Preparedness and 
Consequence Management of Terrorism and other Security Related Risks 
Programme; European Commission - Directorate-General Justice, Free-
dom and Security.

Along with a comprehensive examination as to the “why” and “how” DNS 
may be impacted the report also highlights the region’s online economy.  
The report concludes with a comprehensive list of recommendations, such 
as incorporating platform diversity through proprietary and 
open source managed providers to ensure DNS resilience.
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Supporting the largest number of  Domain Names Globally 
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We’re growing!

Already providing support for more global 
names than any other DNS provider, 
CommunityDNS welcomes three new coun-
tries with five additional nodes to its family.

New Node: Yerevan, Armenia
It is with special appreciation and 
thanks to Hrant Dadivanyan and Igor 
Mkrtumyan of ISOC.AM that we announce 
our new node in Yerevan.  

Three new Nodes: India
India, through NIXI, joins the com-
munity of other countries providing Internet 
resilience through establishing new nodes 
in Delhi, Mumbai and Chennai.  We appre-
ciate the efforts of Anoop Gupta, 
Rajiv Kumar and N. Ravi Shanker

New Nodes: Lagos, Nigeria
With special thanks to Muhammed 
Rudman of NIXP we announce a new 
node in Lagos, Nigeria.  As the Internet 
continues to expand in this part of the 
world CommunityDNS adds additional 
resilience to Nigeria and the region.

Signing the First Root  -  “L”

Last September a study was conducted re-
garding the signing of the L-Root.  The study 
examined the impact the signing of the root 
would have on BIND and NSD platforms.

NSD 3.2.1 at 5,000 queries per second in a 
signed zone of 1 million names dropped 
22% of UDP traffic.

Similarly, on a zone of 1 million names at 
5,000 queries per second in a signed zone, 
BIND 9.6.0 P1 will fail to answer 81% of the 
inbound DNS queries.  It should be reported 
that BIND, version 10 should address some 
of the speed inefficiencies as identified 
through this study.

Outside of the specific study regarding the 
impact on signing the L-Root, the other au-
thoritative high performance name server 
platform is from CommunityDNS.  Similar 
testing found CommunityDNS’ platform, at 
50,000 queries per second on a zone size of 
1million DNSSEC signed names, fails to an-
swer 4.5% of inbound queries.  Much of that 
loss attributed to normal UDP congestion. 

On the 27th of January the L-Root was 
signed.  According to the “DURZ Data Analy-
sis” report the following traffic behavior was 
noticed after the signing of the L-Root.

Results of signing “L” and “A” Roots
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Increase in UDP packet size after signing of the “L” 
Root.

An approximate 27 fold increase in TCP packets 
due to the signing of the “L” Root. 

With all root servers now signed, opera-
tional questions remain, such as:

 How will site owners manage their 
keys?

 How will registrars manage keys?
 Will domain owners be able to transfer 

their keys directly to the registry?
 Is there a rollback plan?
 Have operators provisioned for the 

additional bandwidth requirements 
associated with DNSSEC?



During our work with the DNS Infra-
structure Resilience Task Force re-
search yielded 770 different DDoS 
attacks occurred around the globe on 
6 June, 2009.  On average, research 
revealed the probability of 1,300 
DDoS attacks happening every day, 
equaling roughly 3% of the Internet’s 
daily traffic.  During the 
period 7 December, 2009 
to 4 January, 2010, out of 
76,158,230,373 EU-
based queries analyzed, 
3,384,914,589, or 4.4%, 
were believed to have been question-
able.  While it was believed only 1.6% 
of query packets through a Vienna-
based node were questionable a 
node in Brussels showed a 14.3% 
rate of queries related to potential 
DDoS-based queries.

While humans are aware of and oper-
ate within the three dimensions iden-

EYE ON IT
Current topics affecting 

the name space industry

The push for rolling out 

DNSSEC is on.  

Root-Signing DURZ Roll-

out Schedule:

L ……………… 2010-01-27

A ...…………… 2010-02-10

I, M ...………… 2010-03-03

D, E, K ...…….. 2010-03-24

B, C, F, G, H ... 2010-04-14

J ...…………….2010-05-05

Root Zone Augmentation 

and Impact Analysis

- Commissioned by ICANN

http://www.icann.org/en/topics/

ssr/root-zone-augementation-

analysis-17sep09-en.pdf

CDNS Actively Partici-

pates in Symposium on 

DNS Resilience - Kyoto

h t t p : / /www. i c an n .o rg /e n /

security/dns-ssr-symposium-

report-1-3feb10-en.pdf

Concept of Dedicated 

DNS-CERT Rejected by 

Community.  Prevailing  

thought is for this to 

emerge through existing 

organisations.

https://www.centr.org/main/

news/5548-CTR.html

[ continued on page 3 ]

EYE ON IT
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DNSSEC Workshop

by Technology and Inno-

vation Department, .MY 

Domain Registry

http://rnd.domainregistry.my/

dnssec/aptld-dnssec-

workshop-laihc-v3.pdf

DNSSEC - A Way For-

ward for TLD Registries

by CommunityDNS

http://communitydns.net/

DNSSEC.pdf

Recommended Process 

for Resilient Key Man-

agement – M of N and 

Proposal 6.

- See Proposal 6 of 

“Appendix A: Six Possible 

Process Flow Models”: 

http://www.ntia.doc.gov/

frnotices/2008/

FR_DNSSEC_081009.pdf

- Proposal 6 diagram: 

http://www.ntia.doc.gov/DNS/

DNSSECproposal6.pdf

First IDNs placed in

Root!

Check it out!

http:// /مصر.األتصاالت-وزارة

tified through scientific discovery we 
often do not think about the fourth, or 
subsequent dimensions we don’t see.  

When it comes to DNS re-
silience we think of hard-
ware, bandwidth and peer-
ing.  What appears absent 
in the typical discussion is 
capacity afforded by indi-
vidual DNS platform provid-

ers.  Is “DNS platform capacity” the 
fourth dimension of DNS?

High-end server hardware, bandwidth 
and peering only go so far in ensuring 
resilience.  Platform capacity pro-
vides the extra dimension necessary 
to ensure legitimate queries are al-
ways answered.

Is “DNS platform capacity” 

the fourth dimension of 

DNS?

Important due to increased traffic from 

DNSSEC implementation

“Platform Capacity” –
the fourth dimension 

[ continued from page 1 ]

Included within the deliverable is a fully functional, highly-secure information-
sharing platform geared to support secure information sharing regarding cyber in-
cidents. The audience for the information sharing platform are:

Organisations forming the EU’s Internet substructure
 ccTLDs and registries 
 Registrars
 Hosting companies
 ISPs
 IXPs
 DNS service providers

Cyber crime-focused organizations
 CERTs
 The Cooperative Cyber Defense Centre of Excellence
 The European Electronic Crime Task Force
 Centre for Secure Information Technologies

Law enforcement (cyber crime-focused)

Key individuals representing organisations in the EU’s highly important 
ISAC, or infrastructure sectors.

The Information-Sharing platform serves as an information repository, an informa-
tion aggregator, a DNS monitoring platform and a comprehensive alert system.  
Cyber-security incidents are captured and recorded as they unfold, providing a 
platform whereby cyber disaster recovery plans may also be exercised.  “Trust”, 
“Security” and “Flexibility” form the Platform’s foundation as the Platform allows 
for the sharing of sensitive information based upon individual permission rights and 
classification levels.

Access to the report will be available once the EC has posted 
the link on their site.  If you are an EU-based ccTLD you may 
contact CommunityDNS to receive your complimentary copy.


