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In order to provide brief infor-

mation on what is going on

around the globe that can

affect members of the DNS

community, a blog has been

established to deliver a quick

digest of the four to six top

news bits for that respective

business day. Currently

distilling stories from 32

news sources the Commu-

nityDNS blog is a great way

to quickly & easily gain a

quick glimpse of items affect-

ing our community today.

�� Companies plan for

possible swine flu pan-

demic

�� Conficker worm hits

hospital devices

�� The Cyber Defense

Perimeter

�� U.S. Cyber Warfare

Needs Oversight

�� Hacker behind P2P

botnet gets no jail time

��

Visit: blog.communitydns.net

About
CommunityDNS

Supporting 120 million domain

names from 97 TLD zones

today, the current system has

the capacity of supporting 585

billion queries per day, Com-

munityDNS has maintained

100% uptime since first pro-

viding DNS services in 1996.

When protecting your TLD

from the malicious community,

both security and speed of

response matters! Optimized

for speed and security, Com-

munityDNS is an experienced,

global DNS provider that is 8

to 10 times faster than tradi-

tional DNS platforms.

CommunityDNS has a wealth

of experience in working with

TLD providers to provide very

fast and highly-secure DNS

services utilizing a thorough,

highly-distributed, global foot-

print.

CommunityDNS Selected to Participate in EU Commission Program

The DNS Internet Resilience

Task Force (DIR), a UK-

based non-profit, community-

based initiative designed to

promote best practice in handling attacks on Internet

infrastructure, has selected CommunityDNS as the

chosen Anycast project under the EU Programme for

Prevention, Preparedness & Consequence Manage-

ment of Terrorism & other security related Risks.

The project, initiated & awarded to DIR in 2009 by the

EU Commission’s Directorate-General for Justice,

Freedom & Security, will focus on providing an analy-

sis of historical DDoS & other coordinated attacks

against the DNS infrastructure in EU Member States;

including an analysis of vulnerabilities in the DNS

infrastructure.

The Internet is considered critical infrastructure by

many in the EU. Criminals profit and create instability

through exploiting vulnerabilities. Those forming the

EU’s Internet substructure are the vanguard of this

critical resource. Therefore the analysis is engineered

towards the EU’s DNS

infrastructure and how it

may be strengthened to

ensure a strong, resilient

Internet substructure. As

members of the Commu-
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nityDNS family those of you who are in the EU Member States

should consider participation as not only a way to provide in-

put, but as a way for your organization to visibly participate in

the initiative that moves the EU towards a stronger Internet

substructure.

For more information, please visit: www.dir.org

New CommunityDNS Partner
With CommunityDNS serving the larg-

est collection of names over any other

DNS provider, it is important for Com-

munityDNS to participate in productive

DNS matters. With that said, CommunityDNS has joined the

DNS Operations, Analysis & Research Center, otherwise

known as DNS-OARC. The purpose of this organization is to

bring together key operators, implementers and researchers on

a trusted platform so as to coordinate responses to attacks,

concerns, share information and learn together.

Have your say!
We really want to hear what the “Community” is thinking and

that means you! Please email feedback@Communitydns.net

and tell us your opinion or what want from us and our next

edition will address the topic....

(comment sources will remain

confidential if desired).The Co m muni tyDNS Net work

We’re growing!
Already providing support for more global names than any other

DNS provider, CommunityDNS welcomes four new countries to

its family.

• New Node: Kiev - Ukraine

With thanks to Dmitry Kohmanyuk & Igor Sviridov, Commu-

nityDNS announces a new node in Kiev, Ukraine. Connecting

directly into UA-IX, the main exchange in Kiev, which is adding

significantly to the traffic CommunityDNS handles in the region.

�� New Node: Manila - Philippines

With thanks to all involved at dot-PH & Bayan Telecommunica-

tions, CommunityDNS announces a new node in Manila. Oper-

ating as a major peering point in the Far East, this node is

taking significant traffic levels, improving the reliability & re-

sponse times for DNS.

• New Monitoring Point: Argentina.

As part of our commitment to provide a more robust & reliable

DNS service, CommunityDNS has expanded into South America,

adding a monitoring node in Argentina to compliment the nodes

already operating in London, Chicago & Tokyo. CommunityDNS

Customer Monitoring will monitor all names servers for all zones

whether carried by CommunityDNS or a third party, using the

popular & reliable Nagios package. For each name server in each

zone, CommunityDNS Customer Monitoring nodes will check the

availability of the zones authoritative resolvers ensuring our cus-

tomers get a reliable and faster experience. Customers just need

their standard "stats" account login to access their Nagios service

at each of the different monitoring locations.

�� New Node: Ljubljana - Slovenia.

With thanks to those at ARNES, particularly Benjamin Zwittnig

& Matjaz Straus, CommunityDNS announces a new node at

the Slovenia Internet Exchange (SIX) in Ljubljana. As the other

members of SIX take up the route to our subnets, this node will

receive more traffic, providing Slovenia with a more robust and

reliable DNS service.

Responsible DNSSEC deployment
DNSSEC is a developing protocol with a mission to provide au-

thenticated assurance of DNS data. To make DNSSEC’s rollout

successful for infrastructure providers, it is important the protocol

is fully understood by all parties. To highlight its benefits, the

proposal is to have an end-to-end test-bed separate from the

currently proven robust unsigned DNS production environment.

This will facilitate a responsible and well developed end-to-end,

parallel infrastructure as well as facilitating the development of

applications supporting DNSSEC. The rollout proposal will pro-

vide a resilient platform for evaluating and undertaking a threat

analysis of a stable deployment of DNSSEC in a way that has no

adverse impact on today’s unsigned DNS tree.

The test plan addresses four fundamental elements aiding in the

adoption of DNSSEC:

1. Making DNSSEC more resilient to attack from hack-

ers. Should an attack occur, the service provider and cus-

tomer has the assurance that the service is available (even

if via the unsigned platform).

2. Give users the choice of ISP/enterprise services available –

i.e., signed or unsigned resolution services. A resource

record within the zone file indicates the provider has

DNSSEC as an option.

3. As DNSSEC is exposed to the stresses of a fully rolled-out

production environment, as well as exposed to the full mali-

cious community, this test bed can be used to quickly iden-

tify and resolve newly identified vulnerabilities.

4. Allow DNS server operators to get a feel for the scaling

requirements required for their implementation of DNSSEC.

DNSSEC - A parallel system providing users with a choice

This Community initiative promises to develop a parallel test bed

for a limited period where every member of the Internet commu-

nity is invited to participate from the root operators all the way to

the application providers. This will be an enabler of those wishing

to adopt DNSSEC within their operations and help providers

ensure a successful end user experience whilst allowing for rapid

identification, testing and mitigation from threats produced by the

malicious community. An exciting

period and proposal that is fully

endorsed by CommunityDNS

CommunityDNS

�� Web: www.communitydns.net

�� Headquarters : CommunityDNS, Bath
University Innovation Centre, Broad
Quay, Bath, BA1 1UD, UK

�� Japan Office : CommunityDNS, 2nd
Fl, 3-12 Shinjuku 1-chome, Tokyo, 160
-0022, JP

�� US Office : CommunityDNS, 350 E
Cermak Rd, Chicago, IL 60616, USA

�� Email : feedback@Communitydns.net

DIR.org
promoting best practice

in DNS security



The ICANN Joint Project Agreement (JPA) is set to expire

at the end of September. The U.S. Department of Com-

merce is inviting comments before June 8, 2009...

1. Are the principles outlined in

the DNS White Paper still

appropriate? The 4 principles

are Stability; Competition;

Private, bottom-up coordina-

tion; Representation

2. Is it still appropriate to in-

crease competition & facilitate

international participation in

coordination & management

of the DNS if coordination of

DNS is moved to the private

sector from the US

Government?

3. Have the core tasks,

as outlined in the

JPA's original agree-

ment & first 6 amend-

ments been met?

4. In 2006 ICANN's

Board endorsed commitments

in an annex to take on the

following responsibil ities:

Security & stability; Transpar-

ency; Accountability; Root

server security & relation-

EYE ON IT
Current topics affecting

the namespace industry

Legal

The EU is suing the U.K. over

not stopping the pursuit of pro-

grams, such as Phorm being

used to gather information for

customizing advertising based

upon browsing/Internet usage.

Use of such technology is seen

as a way for users to inadver-

tently be profiled.

Policy

Australia – Opens up national

security resources to assist local

businesses.

Canada – Introduced bill aimed

at children & teenagers that

would make cyber-bullying a

criminal offense.

France – “3-Strikes” bill fails.

Germany – Strengthens child

abuse laws. Police provide ISPs

with daily block list of approxi-

mately 1,500 sites.

Malicious Activity

Conficker – From the 1st April,

other than increased DNS activ-

ity, there has been limited disrup-

tion. Meanwhile it quietly begins

to obtain instructions, download

additional code & appears ready

to sell rogue anti-spy software.

Finjan – detected in 1.9 million

computers across 77 domains.

W32.Gaptcha.worm – Designed

to handle Google’s Gmail so

accounts can be quickly gener-

ated for sending spam.

[ continued on page 3 ]

Hacking as a “service” gets Organised – trouble ahead…. EYE ON IT
[ continued from page 2 ]

Infrastructure

Australia – Determined to de-

liver high-speed broadband to

98% of its citizens, the govern-

ment decides to establish a

company to build the network.

US – Silicon Valley’s fiber back-

bone was cut in two strategic

places crippling data and tele-

communications in a region

covered by four counties.

US – Unlike the Bush admini-

stration which saw broadband

as a luxury, the Obama admini-

stration sees broadband as

basic infrastructure, thus pre-

paring a plan, due in early

2010, regarding the country’s

broadband future.

Cyber Offices

Australia – National Security

Resilience Policy division

formed to boost protection due

to foreign spying on private and

public networks.

EU Commission – Calls for a

Cyber Cop.

UK – Newly established Central

E-Crime unit nabs hackers and

ID thieves.

US – Bill in Congress to estab-

lish a National Cyber-Security

Advisor that reports to the

President.

US – Secretary of Defense

proposes a Cyber Command

position.

ships; TLD management;

Multi-stakeholder model; Role

of governments; IP address-

ing; Corporate responsibility;

Corporate administrative

structure. What steps has

ICANN taken to meet these

steps?

5. What steps has ICANN taken

to address concerns in the

JPA's mid-term review re-

garding increased institutional

confidence re-

lated to: Long-

term stability;

Accountabil i t y;

R e s p o n s i v e -

ness; Continued

private sector

l e a d e r s h i p ;

Stakeholder participation;

Increased contract compli-

ance; Enhanced competition?

6. Has sufficient progressed

been achieved for the transi-

tion to take place in Septem-

ber 2009 regarding the an

effective transition of the

technical coordination & man-

agement of the Internet DNS

in a manner that ensures

continued stability & security

of the Internet DNS?

7. Are there sufficient safe-

guards in place to ensure:

Continued security & stability

of the Internet DNS; Private

sector leadership; All stake-

holder interests are ade-

quately taken into account?

8. What should be included in

the report for collaboration on

a DNS project report that will

document ICANN's policies &

procedures?

Written comments may be submit-

ted by mail to:

Fiona M. Alexander

Associate Administrator, Office of

International Affairs,

National Telecommunications &

Information Administration

U.S. Department of Commerce

1401 Constitution Avenue, N.W.

Room 4701,

Washington, DC 20230, USA.

Or send comments by email to:

DNSTransition@ntia.doc.gov

Are there sufficient

safeguards in place to

ensure the continued

security & stability of

the Internet DNS?

Hacking was once deemed as the

“cool” thing to do. If you could

hack, you were “cool”. Hack into a

system to change verbiage or

graphics on a company’s web

page, or redirect to a picture of Bill

Gates receiving a pie in the face?

“Cool”.

With today’s economy, “Cool” has

gone & money now rules the

hacker’s world. Conficker & Finjan

worms have shown the world a

new level of well-funded malware

sophistication. Aside from creating

an unprecedented installed botnet

base, we are only now learning

why such botnets are being pro-

duced.

Conficker, for example, has left peo-

ple guessing the worm’s purpose &

what it will do next. Widely publi-

cized as wrecking havoc on April 1

when the bots were to “call home” to

receive their instructions, time re-

vealed the botnet as a source to sell

rogue anti-spam software for just

under $50.00 a pop. To date, many

still remain weary of Conficker’s true

purpose. This leads to the broader

perspective of what Conficker, with

an estimated installed base of mil-

lions of PCs around the globe, can

bring to the malicious community.

With such a large install base the

botnet can be of value to those who

wish to “rent” the installed base.

With Finjan we have already seen

1.9 million computers infected across

77 countries, a single day’s use of

the network can yield up to

$190,000USD. As with organized

business people willing to spend

money in order to build something

that makes money, especially a lot of

money, why should the malicious

community differ?

Hacking has become organized.

With regard to establishing new e-

mail accounts it is believed spam-

mers employ people in low-income

countries to figure out & enter the

respective CAPTCHA. However,

advancements in OCR technology

can make reading CAPTCHAs eas-

ier. Price schedules for stolen infor-

mation have been established for

credit card numbers, hijacked e-mail

accounts & bank account credentials.

Bot networks are being created at a

level of sophistication never seen

before. Such architects are design-

ing their malicious networks to be

more stealthy, thus escaping discov-

ery, whether through a P2P architec-

ture, thus distributing the “source” to

creating malware that resides as a

rootkit or engineering a bot to exe-

cute its task & then deleting itself

from its host computer.

One thing Conficker did was raise

awareness of a potentially horrible

attack to the masses. People began

to make sure their systems were

properly patched & saw the need for

anti-virus software. Hmmmmm…

What is being sold through Con-

ficker? Might we be seeing one of

the more sophisticated marketing

campaigns?

With such large numbers of money

invol ved are w e witness ing

“organised crime” emerging into

“organised cyber-crime”?

DoC Open for Comments on
Expiring ICANN JPA


